A resource for public sector employees

RESPECT AND PROTECT INFORMATION:
Getting It right In the public sector

The public trusts us to access and use their information carefully and
appropriately. It's up to all of us to maintain that trust.

This guide will give you practical tips on how to respect and protect
iInformation in your day-to-day role.

Use this guide in conjunction with your organisation’s policies and

orocedures.




How and when to respect and protect:

Physical information and documents. ..., 3
WHNEN ONIING oo 6
Electronic iNformMation ..., 10
Careless CONVEISAtIONS. ..ot 14
Accessing WOrK information ..., 17

Personal Information ProteCtioN.........oooooe oo, 20




Physical information

and documents




When printing documents:

Ask yourself if the Does your workplace have a
document really needs to ‘secure printing’ option? This
be printed. It is often easier involves entering an |

and more secure to work employee-specific PIN to f your workplace doesn’t have a

with an electronic collect documents from the secure printing option, be sure to
collect documents from the printer

document instead of a printer. Ask your office ]
printed document. manager or IT department as soon as possible. Uncollected
about this. sensitive documents pose a risk.

When disposing of printed documents:

Know what should be shredded ¢ Client, customer or patient details If u nsu re’

or put in a secure locked bin. * Employee records =

Generally, documents containing * Financial information Sh red It or

the following information should e Printed emails

be shredded or disposed of in a * Information that is not publicly use a |0Ck9d
secure locked bin: available
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bin!




When you’re at work:

When you arrive at work, organise the documents
Tidy up! ‘ you need for immediate work. Put any other
Keeping your desk ‘clean’ of documents and folders away.
confidential documents will
reduce the risk of misuse. When you are away from your work area - whether for

Follow the 3 P’s' to keep ‘ a quick break or a longer meeting - check to see if
your desk ‘clean’: there are any confidential documents in view of
others. Also remember to lock your computer screen.

When you leave your work area at the end of the day,

‘ put confidential documents away. Not only are you
protecting information, you will also arrive to a neat
and tidy work area the following day.

When travelling for work or working remotely:

Keep work documents with you at Staying overnight? Be sure to remove work
all times. Carry sensitive documents from the vehicle you have been traveling
documents in a locked bag or case. in, and keep them with you in your accommodation.

1 Establishing a Clean Desk Policy’, www.shredit.com
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When online ...




Social media

Avoid making comments on social media that could be seen to be
insulting to or critical of your employer, customers/clients or
colleagues. Also avoid leaking or hinting at information that isn’t Nearly 9 million

public. .
This could lead to members of the public losing trust in your organisation Australians use
and fellow employees. If you have a grievance, use the appropriate Facebook everyday_

processes in your organisation to resolve it.
Why risk your job by
misusing social media? MISUSE IN PRACTICE

In 2011, the Fair Work Commission
Avoid ‘liking’ or ‘sharing’ Know your organisation’s upheld the sacking of an employee
posts from others that may social media policy. It will who posted an expletive-laden rant
be seen to be insulting or outline what is expected of about his employer and colleagues
critical of your employer, you when using social media - YR Tel slole) iRl i R
customers or colleagues. whether for work or personal comments were made on the
‘Liking’ and ‘sharing’ can purposes. It should also tell employee’s home computer and
create the perception that you you about the consequences out of work hours did not make a

agree with the posts, and for breaching it. difference.
could damage your
organisation’s reputation.

v




Social media

Don’t post photos of yourself or colleagues MISUSE IN PRACTICE
doing silly things at work. This could result in 2013 1 _ : A i
a breach of your code of conduct, disciplinary In 2013, E rglnfers |fn Western Austra '3
action, and would undermine the public’s trust gfrfoi?rzse siéivringosﬁgivgfksefsosm
in your organisation.

J s dancing while on shift underground.

The average Facebook user has about 338 ‘friends’.

How visible are you online? Be aware of how much information you put
online. Use a search engine (such as Google) or a ‘people search site’ (such
as Pipl) to search your full name. It’'s an effective way to see how much of

your information is publicly available.

Tighten up the settings on social media sites by limiting the amount of
information that is publicly available:

e Visit the ‘privacy’ or ‘security’ sections of your social media accounts.

* Wherever possible, make your account private, allowing only your

‘

subscribers or friends to see your content.
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Cyber security

ule #1: don’t open suspicious links.

le #2: see rule 1.
Keep your password to yourself. ule #3: see rules 1 and 2.
Don’t write it on a sticky note or share it
with colleagues!

Mark Rasch, Director Network Security, Computer Sciences Group

Have you noticed any unusual or Use a complex password. Avoid using any
suspicious problems with your computer? information that identifies you specifically (e.g.
Report it to your IT department immediately. birthday, surname, etc). Change your password

often (every few months).

W| _ Fl in pu b ||C p|aceS Use a ‘Virtual Private Network’ (VPN) wherever

possible - allowing you to connect securely to

your organisation’s network, even when away

from the office. Ask your IT department if
Working remotely might increase your you’re unsure of whether your organisation has
productivity, but can also make you a VPN.
vulnerable to security threats. Unsecured
(free) Wi-Fi gives hackers the chance to
intercept everything you are sending out to
the internet (credit card details, emails, etc),
and can also give them the opportunity to
distribute malware.

If you can’t connect via a VPN and need to
use unsecured Wi-Fi, avoid:

* Online banking and shopping

* Accessing your work emails

* Typing passwords or credit card numbers
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Electronic information




Using USB drives

Report it immediately.

Keep personal and business Use encrypted USB drives Encrypt the USB drive manually.
USBs separate. requiring password access. Some operating systems have a

You could put your personal Information stored on them built-in encryption tool. Right click
computer - and your can then only be accessed the USB drive to see if this is an
organisation’s network - at by password. option (look for ‘BitLocker’ if using
risk of viruses. Windows).































