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Using work information on social media 

Public sector employees are responsible for using work information 
appropriately, especially when using social media. 

What is social media? 
Social media allows us to engage and communicate with our customers and 
colleagues to build stronger and more successful relationships. 

Social media consists of online interactive technologies through which individuals, 
communities and organisations can share, co-create, discuss, and modify user-
generated content or pre-made content posted online. These technologies include: 

 messaging technologies such as email, SMS, WhatsApp, WeChat 

 social networking sites such as Facebook, Yammer, Weibo, Myspace, Google+ 
and LinkedIn 

 mass communication platforms such as Twitter, Reddit, Viber and Tumblr; and 

 video and image sharing platforms such as TikTok, YouTube, Pinterest, 
Snapchat, Instagram and Flickr. 

As social network platforms are open forums, public sector employees must 
understand the responsibilities and obligations that come with the use of social 
media for both official and personal use.  

Appropriate use 
While public officers have the right to contribute to public discussions on 
community and social issues in their private capacity, they must be aware of and 
adhere to their obligations as public sector employees. 

Social network platforms are readily accessible public forums, and anything posted 
on them has been ‘published’. The person posting or publishing material will have 
some control over the initial audience but no control over how others use their 
material once it is published. 

Anonymity on social media 

Following a series of landmark legal cases, Twitter, Google, Facebook, Microsoft, 
Yahoo and other providers have accepted that they can be compelled to reveal the 
identities of people who post under pseudonyms or avatars. Many of these providers 
no longer oppose applications to disclose the identity of users. 
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Misuse of social media 
Social media is misused whenever it negatively impacts your performance at work 
or the proper functioning of your public sector organisation. Common forms include: 

Criticism 

Presenting views that contradict or criticise your organisation’s policies is considered 
a misuse of social media. You should not use public social media profiles to speak 
poorly of or criticise your organisation or the government. 

Leaking information 

Public sector employees should not use social media to share their organisation’s 
private or confidential information. Be particularly cautious of what you share, as it is 
possible to accidentally leak information that is not yet public. 

Malware attacks 

Look out for suspicious social media activity or interactions, as social media can be 
used to launch malware attacks on public sector organisations.  

Productivity loss 

Private social media should not be used during work, as it can decrease your 
productivity and can be a misuse of public resources. Your organisation may allow 
limited use of social media using work resources during meal breaks. 

Outcomes of social media misuse 
Misuse of social media can result in a range of outcomes, including: 

Disinformation 

 creating the wrong impression by using humour, irony or satire that can be 
misunderstood in impersonal or abbreviated formats, or 

 misleading the audience by sending inaccurate, incomplete, out of context or 
confusing information. 

Reputational damage 

 damage to government reputation through private commentary on 
government policy - this commentary may be misunderstood as being a 
statement in an official capacity or as representing the views of government, or 

 damage to work relationships through unprofessional use of internal social 
media. 

Breaches of privacy 

 sending a message to the wrong person, or 
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 unlawfully releasing confidential or personal information obtained through 
your employment. 

Good practices for social media use 
 do not post material that is offensive, obscene, defamatory, threatening, 

harassing, bullying, discriminatory, hateful, racist, sexist, homophobic, infringes 
copyright, constitutes a contempt of court, breaches a court suppression order, 
or is otherwise unlawful 

 maintain private rather than public social media profiles 

 maintain strong privacy settings on social media profiles  

 only use your work email for work-related purposes, and 

 only post to social media about official workplace communications if that is 
your formal role. 

How to prevent misuse of information  
To prevent misuse of social media, ask yourself some simple questions before using 
work information or expressing your personal opinion: 

 Am I authorised to post this information on social media? 

 Do my actions meet the organisation’s social media policy? 

 Would my employer or my colleagues be happy seeing this on social 
media? 

If your answer is no to either of these questions, do not proceed. 

Then ask: 

 Will my social media activity hurt my reputation or my employer’s 
reputation? 

 Is the information I am sharing confidential or sensitive? 

If your answer is yes to either of these questions, do not proceed. 

Follow your workplace policies, procedures and guidelines 

You must always comply with the policies and procedures and any other guidance 
and training you receive concerning work information. 

If you feel uncertain about any matter, seek advice from your manager. 

The Commission can help 
We are available to provide support and assistance with identifying, reporting, investigating, 
managing and preventing misconduct: prevention@integrity.tas.gov.au or 1300 720 289. 

For more Misconduct Prevention resources go to www.integrity.tas.gov.au/resources 
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