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Accessing work information appropriately 

You may only access and use work information in connection with 
your work duties and when you have the authority to do so. 

What is work information? 
Public sector organisations hold large amounts of information about their clients, 
businesses and members of the wider public. 

This 'work information' is generally captured and stored as: 

 physical and electronic forms of documents, files, letters, emails, recordings, 
images 

 the contents of databases or spreadsheets, and 

 the copyright and intellectual property contained in documents, plans or other 
media. 

It can also be verbal – something you overhear or see at work, or perhaps a client 
tells you. 

Sensitive private information 

Many Tasmanian public sector organisations hold sensitive private information. 
These organisations include: 

 Tasmania Police 

 Tasmania Prison Service 

 Department of Justice 

 Department of Education 

 Department of Health 

Private information about individuals can range from their addresses and contact 
details to personal health data and information relating to contact with the police 
and the criminal justice system. 

Local government 

Local government authorities manage a wide range of official and confidential 
information relating to ratepayers, planning and development, and economic and 
financial analysis. This information assists councils to lead and govern the local 
community and informs council decisions. 
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Working within your authority 
Your manager should provide the relevant policies and procedures for your role, 
delegate the appropriate authorities and provide any training you need to carry out 
your role efficiently, effectively and with integrity. 

These documents will list your responsibilities regarding the access, use and security 
of information. 

Unauthorised access  
Unauthorised access occurs whenever you access work information for any purpose 
other than to perform your work duties. 

Employees who improperly access information from public sector sources can be 
motivated by many things. Sometimes, curiosity is the sole motivation. Even so, it 
represents a privacy breach. 

Extracted from Operation Impala report, Queensland CCC1 

In serious instances, the perpetrator may access information to profit or gain from it, 
intimidate others, or frustrate investigations or proper legal processes. 

Unauthorised access to sensitive private information represents a serious 
interference with citizens' privacy. It can result in damage to the reputation of the 
public sector organisation. Even more serious is when an employee passes that 
information to others and loses control of how it may be used. 

It is important to remember that any access is inappropriate if it is not for a work-
related purpose, regardless of the reason or intent. 

Computer hacking 

The popular image of a 'computer hacker' is someone external to an organisation 
attempting to gain unauthorised access to its computer system. 

CASE STUDY 

A Gold Coast Hospital Administrator was found to have inappropriately 
accessed hospital records. She accessed test results for herself and her family 
on 77 occasions, in order to relieve anxiety about her own health and the 
health of her family. 

This misuse of information resulted in a reprimand and a 0.2 pay point drop. 
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But the term can also apply to staff within an organisation, even when they have 
some level of authorised access to a database. 

Computer hacking by a public sector employee that breaches a citizen's privacy may 
lead to a criminal investigation. 

Under Tasmanian legislation, a public sector employee who accesses a work 
database for reasons unrelated to their official duties may be charged with 
'unauthorized access to a computer'.2 If found guilty, they are liable to a substantial 
fine and possibly imprisonment. 

 

Inglis v Pinch [2016] WASC 303 

How to prevent unauthorised access 

In your role, you may have access to a considerable amount of information about 
members of the public or commercial enterprises. 

Even if there are digital restrictions and access controls in place, you may find 
yourself in a situation where your access unintentionally exceeds your authority. 
Immediately exit the database or data source and report the incident to your 
manager. 

Remember that you have been trusted to only access information connected with 
your official duties, even if the information is about you or a member of your family. 

 

  

CASE STUDY 

A Western Australian police officer was found to have inappropriately 
accessed information through the police force database. He accessed 
information about himself on three separate occasions. 

The information accessed was described as ‘innocuous’ by the magistrate, 
and included checking on the progress of an investigation that the officer was 
a victim of, as well as checking his car registration. 

This misuse of information resulted in a fine of $8,000. 
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Careful consideration first 

Ask yourself these two questions to help you decide whether to proceed with 
accessing work information: 

 Am I authorised to access this work information? 

 Am I accessing this information to perform my work duties? 

If you answer no to either of these questions, you may be abusing work information. 
Refer to your organisation's policies and procedures. 

If you still feel uncertain, seek advice from your manager about accessing 
information appropriately in your circumstances. 

 

 

 

 

 

 

Adapted with permission from Queensland CCC Corruption Prevention Advisory – 
improper access to public sector databases, no.24 

 

 

1 www.ccc.qld.gov.au/publications/operation-impala-report-misuse-confidential-
information-queensland-public-sector 
 
2 www.legislation.tas.gov.au/view/html/inforce/current/act-1935-044 
 
3 jade.io/j/?a=outline&id=446700 
 
4 www.ccc.qld.gov.au/sites/default/files/Docs/Publications/CCC/Prevention-in-Focus-
Improper-access-to-public-sector-databases-no2-2019.pdf 
 

                                                        

The Commission can help 
We are available to provide support and assistance with identifying, reporting, investigating, 
managing and preventing misconduct: prevention@integrity.tas.gov.au or 1300 720 289. 

For more Misconduct Prevention resources go to www.integrity.tas.gov.au/resources 
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